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import httpx from urllib.parse import urljoin TIMEOUT = httpx.Timeout(10.0, connect=5.0) HEADERS = "User-
Agent": "CheckBot/1.2 (+https://example.com/bot-info)", "Accept-Language": "ko,en;q=0.8", def fetch(url: str) ->
tuple[int, str, dict]: with httpx.Client(timeout=TIMEOUT, headers=HEADERS, follow_redirects=True) as client: r =
client.get(url) return r.status _code, r.text, dict(r.headers) def fetch json(api_url: str, params: dict | None = None, key: str |
None = None): headers = HEADERS.copy() if key: headers["Authorization"] = f'Bearer key" with
httpx.Client(timeout=TIMEOUT, headers=headers) as client: r = client.get(api_url, params=params) r.raise for status()
return r.json()
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def score(features: dict) -> float: w = "domain_age days": -0.015, # 225 /& 57| "ns_change 30d": 1.2,
"tls_issuance days": -0.01, # =5 9 "refund kw density": 2.5, # &= 2t 7|2 E H|F "neg_review ratio":
3.0, "notice gap days": 0.02, "payment script hash changed": 1.0, s = 0.0 for k, weight in w.items(): val =
features.get(k, 0) s += weight * val # 00 A 100 27| Y 2 H 2t s = max(0.0, min(100.0, 50 + s * 10)) return s
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import socket, ssl def get cert(host: str, port: int = 443) -> dict: ctx = ssl.create default context() with
socket.create _connection((host, port), timeout=5) as sock: with ctx.wrap socket(sock, server hostname=host) as ssock:

cert = ssock.getpeercert() return cert # subject, issuer, notBefore/After, subjectAltName &
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import httpx def tg_send(bot_token: str, chat id: str, text: str): url =
f'https://api.telegram.org/botbot_token/sendMessage" payload = "chat id": chat id, "text": text,
"disable web page preview": True r = httpx.post(url, json=payload, timeout=10.0) r.raise_for status()
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from datetime import datetime, timedelta from queue import Queue import threading, time, sqlite3 targets = [
"https://example-a.com", "https://example-b.net", | ¢ = Queue(maxsize=1000) results = [] def producer(): while True: for

url in targets: q.put(("html", url)) q.put(("dns", url)) q.put(("cert", url)) time.sleep(6 * 3600) # 6A|Zt 7| def worker():
while True: job, url = q.get() try: if job == "html": code, html, headers = fetch(url) features = extract features html(html,
headers) elif job == "dns": features = extract features_dns(url) else: host = url.split("//", 1)[1].split("/", 1)[0] cert =
get_cert(host) features = extract features cert(cert) results.append((url, features, datetime.utcnow())) except Exception
ase: # 21 & 7| 7| pass finally: q.task_done() def extract features_html(html: str, headers: dict) -> dict: # ZtTHSH Of| Al
density = sum(html.count(k) for k in ["&=", "E5", "X|& X|A"]) / max(len(html), 1) return "refund_kw_density":
density, "content_length": len(html) def extract features dns(url: str) -> dict: # < =F: dnspython 2 Z NS, A, TTL =

3| return "ns_change 30d": 0 def extract features cert(cert: dict) -> dict: # notBefore/After Lt’s, SAN 7<= return
"tIs_issuance days": 90 def aggregator and store(): conn = sqlite3.connect("checkbot.db") conn.execute(""" CREATE
TABLE IF NOT EXISTS checks (url TEXT, ts TEXT, score REAL, features TEXT )""") while True: if not results:
time.sleep(1) continue url, feats, ts = results.pop(0) s = score(feats) conn.execute("INSERT INTO checks VALUES

(2,2,2,7)", (url, ts.isoformat(), s, str(feats))) conn.commit() if s >= 75: tg_send("", "", '[d 2] url ¥+ snT2 &

list(feats.items())[:3]") # 22| = 7}& threading. Thread(target=producer, daemon= True).start() for in range(4).
threading. Thread(target=worker, daemon=True).start() threading. Thread(target=aggregator and_store,
daemon=True).start() while True: time.sleep(60)
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